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bodiment of the invention. 
[0023] Figure 9A is a diagram illustrating an exponen- 
tial cost bias function according to one embodiment of 
the invention. 

[0024] Figure 9B is a diagram illustrating a linear com- 5 
bination cost bias function according to one embodi- 
ment of the invention. 

[0025] Figure 9C is a diagram illustrating a logarithmic 
cost bias function according to one embodiment of the 
invention. *o 

DESCRIPTION 

[0026] The present invention relates to a method and 
apparatus for selecting routes in computer communica- * 5 
tion networks. The technique determines cumulative 
costs of candidate paths using a biased cost function 
and selects the optimal path based on the minimum cu- 
mulative costs. The biased cost function allows the se- 
lection be made intelligently and dynamically to accom- 20 
modate the traffic requirements and bandwidth availa- 
bility. 

[0027] In the following description, for purposes of ex- 
planation, numerous details are set forth in order to pro- 
vide a thorough understanding of the present invention. 25 
However, it will be apparent to one skilled in the art that 
these specific details are not required in order to practice 
the present invention. In other instances, well known 
electrical structures and circuits are shown in block di- 
agram form in order not to obscure the present inven- 30 
tion. 

[0028] The present invention is a constraint-based 
route selection technique that supports establishing 
Multi-protocol Label Switching (MPLS) label switched 
paths through explicit routing. The invention relates to 35 
applications where the constraints associated with a 
flow include a bandwidth requirement and a priority. The 
bandwidth requirement provides that a flow should be 
routed along a path with sufficient available bandwidth 
on each link. The priority attribute differentiates flows by *o 
the relative likelihood of being blocked by the network 
due to insufficient resources, so that flows of the higher 
priority class should expect higher service availability. 
[0029] The present invention introduces a number of 
modifications and improvements to the standard Dijk- 45 
stra calculation to accommodate these two constraints. 
The bandwidth requirement is met by considering only 
links with sufficient bandwidths in the iterative procedure 
within Dijkstra. In determining the cumulative cost of 
each potential route, the technique calculates a cost bi- 50 
as factor for each link, which is a function of the link's 
bandwidth availability and the priority and bandwidth of 
the given flow. Thus, the cost of a link is the product of 
its static cost from link state advertisements and this bi- 
as factor. The technique selects a route with sufficient 55 
bandwidth that minimizes the cumulative biased cost. 
[0030] The objective of the bias factor is to make high- 
ly congested links less desirable for new flows. Further- 
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more, this sensitivity to link congestion is greater for low- 
er priority classes, so that low priority flows with less 
costly alternate paths will avoid these congested links, 
leaving the remaining bandwidths for high priority flows. 
The intent is to keep high priority flows on their direct 
paths and place low priority flows on longer alternate 
paths if necessary. Thus, this technique is referred to as 
a multi-class technique using cost bias. 
[0031] The route selection process can be implement- 
ed either centrally in a network server or distributedly on 
each label edge router (LER). The technique is de- 
signed to be simple enough to be implementable on 
routers and retains the same order of complexity as the 
standard Dijkstra technique. 

[0032] Figure 1A is a diagram illustrating a system 
100A having a central server with a biased cost route 
selector in which one embodiment of the invention can 
be practiced. The system 100A includes a central server 
110, routers 120A1 to 120AK, and networks 122A1 to 
122AK. The central server 110 includes a biased cost 
route selector 11 5A. 

[0033] The central server 110 acts as a centralized 
server for the entire system of networks. The central 
server 110 forwards the route decision to each of the 
routers 120A1 to 120AK. The biased cost route selector 
115A provides the central server 110 the route selection 
decisions. 

[0034] The routers 1 20A1 to 1 20AK provides connec- 
tivity among the networks 122A1 to 122AK. The net- 
works 122A1 to 122AK are any computer networks that 
provide network communications. 
[0035] Figure 1B is a diagram illustrating a system 
100B with local biased cost route selectors in which one 
embodiment of the invention can be practiced. The sys- 
tem 100B includes routers 120Bi and networks 122Bi, 
where i = 1 N. 

[0036] The routers 1 20Bi route the traffic flows in the 
system to the associated networks 1 22BL Each of the 
routers 120Bi has a biased coast route selector (BCRS) 
115Bi. The BCRS 115Bi selects the routes based on an 
optimal biased cost metric as will be explained later. In 
this system, the BCRS 115Bi performs route selection 
in a distributed manner. 

[0037] Figure 1C is a diagram illustrating a system 
100C with inter-area routing in which one embodiment 
of the invention can be practiced. The system 100C in- 
cludes an area 102 and a backbone 103. 
[0038] The area 102 includes routers 120C1, 120C2, 
120C3, 120C4, and 120C5. The routers 120C1, 120C2, 
120C3, 120C4, and 120C5 are coupled to the networks 
122C1, 122C2, 122C3, 122C4, and 122C5, respective- 
ly. The backbone 103 includes routers 120C6 and 
120C7 coupled to networks 122C6 and 122C7, respec- 
tively. Each of the routers has a biased cost route se- 
lector. The router 120C1 is an area router as well as a 
backbone router. It advertises the summary information 
about the networks in the area 102 into the backbone 
103 and vice versa. Suppose the summary LSAs are 
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cost to that destination. Therefore, if a network has all 
router links of cost 1, the cost metric becomes equiva- 
lent to hop count and the least-cost path is simply the 
shortest-hop path. 

[0050] Each router in the network maintains an image 
of the topology (V, E) and c(v, w) for all (v, w) e E through 
standard OSPF link state advertisements. QoS exten- 
sions provide advertisements of b(v, w) for all (v, w) G 
E. Note that in general, dynamic events such as link ad- 
ditions, outages, and changes in available bandwidths 
propagate throughout the network after some finite de- 
lay, so that at any time the topology information may be 
out of date. 

[0051] In the exemplary graph of Figure 3: 
V = {v1,v2,v3,v4,v5,v6} 

E = {(v1, v3), (v3, v1), (v1, v4), (v2, v4), (v4, v2), 
(v3, v5), (v2, v5), (v5, v2), (v2, v6), (v6, v2), (v6, v1)} 

[0052] The links (v1, v3), (v3, v1), (v1, v4), (v2, v4), 
(v4, v2), (v3 t v5), (v2, v5), (v5, v2), (v2, v6), (v6, v2), and 
(v6, v1 ) have the current available bandwidths b(v1 , v3), 
b(v3, v1), b(v1, v4), b(v2, v4), b(v4, v2), b(v3, v5), b(v2, 
v5), b(v5, v2), b(v2, v6), b(v6, v2), and b(v6, v1), and 
cost metrics c(v1 , v3), c(v3, v1 ), c(v1 , v4), c(v2, v4), c 
(v4, v2), c(v3, v5), c(v2, v5), c(v5, v2), c(v2, v6), c(v6, 
v2), and c(v6, v1), respectively. 

BIASED COST ROUTE SELECTION: 

[0053] The objective of the route selection is to find a 
feasible explicit path for a CR-LSP from source s to des- 
tination d with a bandwidth requirement B. The CR-LSP 
has an associated priority m e M. A numerically smaller 
m represents a higher priority. 

[0054] m corresponds to the Setup Priority which rep- 
resents the LSP's availability attribute. That is, the like- 
lihood of the LSP being rejected due to lack of resources 
should be lower for lower m. In addition, the Holding Pri- 
ority in MPLS represents an LSP's resilience attribute in 
being preempted. It is defined such that LSPs with high 
availability always have high resilience, while LSPs with 
low availability can also be promoted to have higher re- 
silience. The route placement takes the Setup Priority 
m into account. It does not explicitly use the Holding Pri- 
ority. Furthermore, the routing priority may or may not 
be associated with any service scheduling priority (as in 
Differentiated Services). 

[0055] The biased cost route selector introduces a 
cost bias to the static OSPF cost metric c(v, w) associ- 
ated with link (v, w). This cost bias is calculated dynam- 
ically by the route selection process handling the given 
flow (at either the ingress LER or a centralized server). 
Again, note that this is different from having each router 
calculate dynamic cost metrics for its outgoing links and 
advertising them in the OSPF link state advertisements. 
[0056] There are a number of advantages to this ap- 



proach: (1 ) since hop-by-hop routing is still based on the 
advertised cost metrics, the biased cost route selection 
technique leaves the hop-by-hop routing system intact; 
and (2) the cost bias in this case can depend on not only 

5 the current state of the link resource, b(v, w), but also 
the characteristics of the flow to be placed (i.e., its band- 
width demand B and priority m). 
[0057] Furthermore, define bmax = max b(c, w) for all 
(v,w) in E, bmax is the maximum available link band- 

10 width in the network at the current state. It is used to 
obtain a normalized link availability (- b(v, w)/bmax). 
This normalized link availability is used instead of each 
link's own relative availability (= b(v, w)/physical capac- 
ity) for a number of reasons: (1) It better reflects avail- 

15 ability in network with different physical link speeds, e. 
g. , a new OC-3 has a greater availability than a new DS^ 
3. (2) A link's physical capacity may not be advertised 
in the QoS LSAs. (3) The ratio tracks the relative utili- 
zation of links as network loading evolves. 

20 [0058] The cost bias for link (v, w) is therefore denoted 
as p(m, B, b(v,w), bmax) to indicate its dependence on 
these four parameters. The biased cost route selector 
modifies the shortest-widest feasible path algorithm by 
replacing the static cost c(v, w) used in the Dijkstra proc- 

25 ess by a biased cost c(v,w) * p(m,B, b(v,w), bmax). In 
other words, it selects the path with the minimum cumu- 
lative biased cost c(v,w) * p(m, B, b(v,w), bmax) for all 
(v,w) belonging to r, subject to the feasibility constraint 
b(v,w) B, for all (v,w) belonging to r. The path bandwidth 

30 serves as a tie-breaker when there are more than one 
path with the same cumulative biased cost. 
[0059] Denote 

v = vertex under consideration; 
35 S = the set of candidate vertices to be added to the 
spanning tree; 

L(x) = cumulative biased cost from source s to ver- 
tex x; and 

B(x) =path bandwidth from source s to vertex x. 

40 

[0060] The biased cost route selection can be per- 
formed in the following steps. 

Step 1: Initialization 

45 

[0061] Set v = s. s is the root of the spanning tree. 
[0062] Let L(v) = 0 and B(v) = <*>. L(x) = ~ and B(x) = 
0 for all other vertices. 

50 step 2: Update metrics and add candidates to the set S 

[0063] Perform the following updates for each vertex 
w that (1) is not already on the spanning tree, (2) has 
an edge (v, w) G E, and (3) has sufficient bandwidth b 
55 (v, w) > B: 

if L(w) < L(v) + c(v,w) * p(m, B, b(v,w), bmax), a lower 
cost feasible path from s to w is found through v. 
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420. 

[0076] Once alt neighbors of v have been examined, 
the process 400 determines if the candidate set S is 
empty (Block 445). If the candidate set S is empty, the 
process 400 determines that no route is found and in- 
form the appropriate control (Block 470) and is then ter- 
minated. If the candidate set S is not empty, the process 
400 determines the vertex in the candidate S with the 
lowest cumulative biased cost wmin (Block 450). Then 
the process 400 determines if wmin is the destination 
vertex d. If it is, the best route has been found and the 
process 400 is terminated. Otherwise, the process 400 
adds wmin to the spanning tree and set v = wmin (Block 
460). Next, the process 400 returns to Block 420. 
[0077] Figure 5 is a flowchart illustrating a process 
410 to initialize the graph parameters according to one 
embodiment of the invention. 

[0078] Upon START, the process 410 initializes the 
set S to an empty set (Block 510). Then the process 410 
sets all the cumulative biased costs L(x) to infinity and 
sets all the path bandwidths B(x) to zero (Block 520). 
[0079] Then the process 410 selects the source ver- 
tex s as the first candidate vertex v (Block 530). Next, 
the process 410 sets the cumulative biased cost L(v) to 
zero and the path bandwidth B(v) to infinity (Block 540). 
Then the process 410 is terminated. 
[0080] Figure 6 is a flowchart illustrating a process 
430 to update the cumulative biased cost according to 
one embodiment of the invention. 
[0081] Upon START, the process 430 computes the 
temporary value D(w) = L(v) + c(v,w)*p {m,B,b(v,w), 
bmax} (Block 610) where c(v,w) is the static cost of link 
(v,w) and p(m,B,b(v,w), bmax) is the biased cost func- 
tion. 

[0082] Then the process 430 determines if the cumu- 
lative cost D(w) is less than L(w) (Block 620). If not, the 
process 430 determines if D(w) is equal to L(w) and B 
(w) is less than min(B(v), b(v,w)) (Block 640). If no, no 
updating is necessary and the process 430 is terminat- 
ed. If D(w) is equal to L(w) and B(w) is less than min(B 
(w), b(v,w)), the process 430 updates B(w) by setting B 
(w) to min (B(v), b(v,w)} (Block 650) and is then termi- 
nated. 

[0083] If the cumulative cost D(w) is less than L(w), 
the process 430 updates L(w) and B(w) by setting L(w) 
to D(w) and B(w) to min{B(v), b(v,w)} (Block 630). Then 
the process 430 is terminated. 

Incorporating Admission Control with Routing: 

[0084] In either the multi-class biased-cost route se- 
lection or the shortest-widest feasible path selection, a 
flow is routed so long as a feasible route exists. This 
may not always be desirable, as the cost in resource 
consumed (and hence future blocking) may exceed the 
gain in placing the flow. This phenomenon has been ob- 
served in circuit-switching networks in the past. In cir- 
cuit-switching networks, trunk reservation provides an 



effective protection against the undesirable condition in 
which most circuits are routed along indirect paths. 
Trunk reservation can be viewed as a form of utilization- 
sensitive admission control: when the amount of band- 
5 width used by indirect circuits on a given link exceeds a 
threshold, no additional indirect circuits are allowed on 
the link. 

[0085] When a route is selected by the shortest-wid- 
est feasible path algorithm, the cumulative path cost re- 
flects the length of the route (and administrative weight 
of the links if cost * 1), but not the utilization. With the 
biased cost algorithm, a high cumulative cost can reflect 
high utilization, long route, or a combination of the two. 
The network can therefore elect to impose an admission 
control rule on each flow priority as follows: 
[0086] Let r* be the least biased cost route found for 
a given flow (s, d, B, m). Reject the flow if 

c(v,w)*p(m, B, b(v,w), bmax) > T(m), 

where T(m) is the admission threshold for flows of 
priority m. 

[0087] In other words, T(m) reflects the benefit ob- 
tained by the network for routing a flow of priority m. The 
route selection algorithm should identify the route that 
maximizes the net benefit (T(m) - cost) if one exists, and 
reject the flow if the routing cost exceeds the benefit. 
[0088] For example, by setting T(0) = « and T(m) < « 
for other m e M, the network rejects lower-priority flows 
from routes with high-utilization links and/or long hops, 
which helps preserving the retraining capacity for use 
by highest-priority flows and reducing their rejection 
probability. We note that this is achieved at the expense 
of increased rejection probability for lower priorities. 
This is analogous to the effect of discarding schemes 
such as ATM Cell Loss Priority (CLP) threshold and 
Random Early Drop with In/Out bit (RIO) which preserve 
buffer resources for higher priority traffic at the expense 
of discarding lower priority traffic early. 
[0089] Figure 7 is a flowchart illustrating a process 
700 to provide admission control according to one em- 
bodiment of the invention. 

[0090] Upon START, the process 700 determines the 
least biased cost route r* for a given flow (s, d, B, m) 
(Block 710). This is carried out as illustrated in Figure 
4. Then the process 700 determines if the sum of the 
biased cost for the priority m is greater than the admis- 
sion threshold (Block 720). If no, the process 700 accept 
the route r* (Block 740) and is then terminated. If yes, 
the process 700 rejects the route r* (Block 730) and per- 
haps attempts to find another route. Then the process 
700 is terminated. 

Inter-Area Routing: 

[0091] OSPF introduces the concept of area to im- 
prove Autonomous System (AS) scalability through to- 
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bandwidth/priority/cost, delay/cost, diversity, load bal- 
ancing). For each given CR-LSP, the route selection 
server may consult the network policy repertoire for the 
suitable objective and select the algorithm to run. This 
route selection server may work as an advisory tool for 
network operators in traffic placement, or, in an auto- 
mated environment, generate contents of CR-LSP TLVs 
and forward them to the source LERs. 
[0104] A centralized server can help select inter-area 
paths that are optimized for an AS. We should also note 
that since the server has the complete topological infor- 
mation, the explicit route can be requested with ail in- 
termediate nodes specified, instead of loosely routed for 
the segment external to the area of the source LER. Fur- 
thermore, since the centralized server has the complete 
bandwidth availability information within an AS, for the 
multi-class technique it can apply the correct cost bias 
for each link between the source and the destination. 
This avoids the use of approximations for links outside 
of the source LER's. 

[0105] In addition, certain optimizations to the multi- 
class technique may not be viable in a distributed imple- 
mentation and only suitable in a centralized server par- 
adigm. One such case is parameter optimization. The 
proposed cost bias functions contain one or more pa- 
rameters associated with the priority classes. 
[0106] Parameter optimization is useful when the net- 
work topology and offered traffic have stationary or 
slow-varying characteristics, such that there is a set of 
parameters optimizing the routing policy's reward. If the 
network and offered load are time-varying, as may be 
expected in practical networks, the benefit of training 
and tuning the parameters may not warrant the compu- 
tational overhead. 

[0107] A centralized server paradigm is also more 
suitable to support multiple route selection algorithms 
that are policy-driven. Unlike a distributed implementa- 
tion, introducing a new algorithm or a modification to re- 
flect a policy change does not require software upgrade 
on all LERs. 

COST BIAS FUNCTION: 

Desirable Properties of the Cost Bias Function: 

[0108] The cost bias function p(m, B, b(v,w), bmax) 
biases the static cost of link (v, w) to reflect its bandwidth 
availability, such that the selected path has the minimum 
cumulative biased cost from s to d. In the event of multi- 
paths with equal biased cost, the path bandwidth serves 
as a tie-breaker as before. Furthermore, flows with dif- 
ferent priorities are subject to different degrees of bias 
to reflect their sensitivities toward congested links. The 
cost bias function p(m, B, b(v,w), bmax) should have the 
following properties: 

1. p(m, B, b(v,w), bmax) < p(n, B, b(v,w), bmax) for 
m < n where m and n E M. The cost to place a given 



bandwidth B on a given link with b(v, w) should be 
higher for lower priority (higher numerical value) 
flows. 

5 2. dp(m, B, b(v,w), bmax)/ db(v,w) < 0. That is, the 
larger is the available capacity, the less the cost bi- 
as. 

3. dp(m, B, b(v,w), bmax)/dB > 0. That is, the larger 
10 js the bandwidth demand, the higher the cost bias. 

4. dp(m, B, b(v,w), bmax)/ db(v,w) > dp(n, B, b(v,w), 
bmax)/ db(v.w) and dp(m, B, b(v,w), bmax)/ dB < dp 
(n, B, b(v,w), bmax)/ dB for m < n where m and n E 

15 M. Since n is a lower priority, it should have a steep- 
er cost bias curve. In other words, lower priority 
flows should be more sensitive toward a congested 
link. 

20 5. 1 p(m, B, b(v,w), bmax) < for m G M, 0 B bmax, 
and 0 b(v,w) bmax. The lower bound is not neces- 
sary, but is desirable so that the biased cost is al- 
ways greater than or equal to the static cost. 



[01 09] Furthermore, based on these properties of the 
cost bias function, when the parameters are reduced to 
a number of special cases, the biased cost route selec- 

30 tor should have the following characteristics: 

[01 1 0] Single priority class: The biased cost route se- 
lector is also applicable in classless routing. In this case, 
p(m, B, b(v,w), bmax) is reduced to p(B, b(v,w), bmax). 
The resulting route selection algorithm is one that biases 

35 against choosing highly congested links and loads traffic 
among multiple paths between a source-destination pair 
by trading off hop count with link congestion. 
[0111] Equal-loading links: When b(v, w) - bmax for 
all (v, w) E, the technique should select the same path 

40 as the shortest-widest feasible path technique. This is 
because with any given pair of m and B, all links are 
biased equally by a constant p(m, B), i.e., p(m, B, b(v, 
w), bmax) = p(m,B). Thus 



for all (v,w) belonging to r and r belonging to R. 
[0112] Only the cumulative static costs affect the 
route selection and the multi-class algorithm behaves 
the same as the shortest-widest feasible path. 
[0113] Extending this further, if all links have the same 
physical bandwidth and the link utilization within the net- 
work remains uniform, the routing behaviors of the two 
methods should remain close. However, when the traffic 
loading to the network is biased toward certain sets of 
source-destination pairs, which arises in most practical 
scenarios, the multi-class technique attempts to offer a 



c(v,w)* p(m, B, b(v,w), bmax) = p(m,B) * c(v,w) 
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bandwidth decreases the bias value. 

1 1 . The method of claim 7 wherein an increase in band- 
width demand increases the bias value. 

5 

12. The method of claim 7 wherein the bias value is 
greater than or equal to 1 . 

13. The method of claim 6 further comprising: 

rejecting the selected optimal path if the min- 10 
imum of the cumulative costs exceeds an admission 
threshold. 

14. The method of claim 6 wherein the plurality of net- 
work paths include an intra-area segment and an *5 
inter-area segment. 

15. The method of claim 14 wherein the cumulative 
costs in the inter-area segment exclude the cost bi- 
as. 20 

16. The method of claim 14 wherein the inter-area seg- 
ment has the same cost bias for the candidate 
paths. 

25 

17. A computer program product comprising: 

a computer usable medium having computer 
program code embodied therein to select a 
route for a flow from a plurality of network paths, 30 
the computer program product having: 
computer readable program code for determin- 
ing cumulative costs for a plurality of candidate 
paths from the network paths using a cost bias, 
the cost bias being dynamically calculated 35 
based on at least one of a flow attribute and a 
path attribute; and 

computer readable program code for selecting 
an optimal path having a minimum of the cumu- 
lative costs, the optimal path corresponding to <o 
the selected route. 

18. A system comprising: 

a processor; and 45 
a memory coupled to the processor, the mem- 
ory containing program code to select a route 
for a flow from a plurality of network paths, the 
program code when executed causing the 
processor to determine cumulative costs for the 50 
network paths using a cost bias, the cost bias 
being dynamically calculated based on at least 
one of a flow attribute and a path attribute, and 
select an optimal path having a minimum of the 
cumlative costs, the otpimal path correspond- 55 
ing to the route. 
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